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Introduction 
 
This document arises the review of the use of social media in a primary school by two 
academics working in the fields of childhood studies and data management and 
governance at the University of Suffolk. Upon reviewing the school's social media 
accounts, which was implemented during the Covid-19 pandemic to enhance 
engagement with families we identified several areas of concern related to the type of 
followers engaging with X-Twitter, as it seems that the target audience (parents and 
carers) is not engaging with the accounts, instead a large number of adult content 
producer accounts and bots seem to be the primary followers.  
 
In an effort to contribute to the safety of the school community and safeguard both 
children and staff, we have gathered examples of existing issues surrounding follower 
activity to raise awareness of the potential risks.  
 
Our aim is to provide guidance on how to mitigate these risks and support school staff 
in understanding how certain accounts may operate, particularly in relation to 
accessing information about students, to support the school enhancing its online 
safety measures and create a more secure environment for everyone. 
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Examples  
 
@R_ Class1  - 128 followers Class1 
 
 

 
 
 

 
 
  
 
Review – 15 (+/-) followers seem to be adult content accounts  
 
@T_Class2 – 79 Followers 
 

@Class 5 
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Review: 31 followers (+/-) followers seem to be adult content accounts  
 
@M_Class3 – 125 followers 
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@K_Class4 32 followers 
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Recommendations 
 
The review we have conducted does not raise concerns in the use of Instagram or 
Facebook, but there are major concerns in terms of X (Twitter). This is because privacy 
settings in Meta Managed platforms where followers must be approved by an admin 
while X accounts are openly available to the public. 
 
We find deeply concerning that accounts used to represent classes in twitter, are being 
followed by accounts that display adult content with inappropriate images. The 
presence of such accounts raises serious questions about the safety and privacy of 
the children. After review of a sample of accounts we notice that a high proportion of 
the followers are either bot accounts or inappropriate accounts.  
 
Given that no one knows who is behind these accounts in X (Twitter), there is a risk 
that individuals with harmful intentions may be accessing images of children without 
the knowledge or consent of their parents. This not only undermines the trust between 
parents, the school, and the wider community but also exposes children to potential 
online risks, including inappropriate interactions, data misuse, and the possibility of 
their images being circulated without control. 
 
To protect the students, it is crucial that schools take action to monitor and block 
suspicious or inappropriate accounts. Strengthening digital safeguarding practices will 
help ensure that the use of social media for educational purposes remains safe and 
focused on fostering a positive and secure learning environment.  
 
From our review we make the following notes 
 

• Concerns with X (Twitter): While the schools use X (Twitter) to engage with 
parents and share updates, the platform poses specific challenges. X has 
become notorious for issues such as trolling, racism, and sexism, which can 
easily seep into interactions. The open nature of X means there is limited control 
over who can follow accounts, making it difficult to prevent suspicious or 
harmful users from accessing content, including images of students. Unlike 
other platforms, X also has fewer safeguards to block inappropriate accounts 
or manage interactions, which increases the risk of exposure to offensive or 
harmful content. 

 

• Instagram is safer: In contrast, Instagram potentially offers stricter security and 
privacy controls, making it a safer platform for sharing school-related updates. 
Instagram provides more robust tools to control who can follow the account and 
allows easier reporting and blocking of inappropriate content (as long as these 
are used effectively). This helps reduce the risk of students and staff being 
exposed to harmful users. The visual nature of Instagram, paired with its 
stronger content moderation policies, makes it a more secure platform for the 
school use. 

 



   
 

Waterfront Building, 
Neptune Quay, 
Ipswich IP4 1QJ 

+44 (0)1473 338 000 
info@uos.ac.uk  
uos.ac.uk 

• Focus on safety: To ensure our students' and staff’s safety, we recommend 
being particularly cautious when using X (Twitter) due to these risks. If the 
school wishes to continue to use X we suggest putting in some safeguards.  
 

 
We suggest that schools revise their policies and practice in relation to social media 
safety, following these recommendations: 
 

• Engage safely: social media can be a great way to 
share classroom achievements, celebrate students' 
work, and keep parents and carers updated on school 
news and events. However, it’s important to always 
put safety first when using these platforms with 
children. 

 

• Considering using one account for the whole 
school: Instead of having separate accounts for each 
class, it’s safer to use one main school account. This 
makes it easier to manage and control the followers, 
to ensure everything is kept secure and appropriate. 
Without over-burdening the class teachers for extra 
checks.  

 

• Monitor followers: Regularly check who is following 
the school’s social media account. Any suspicious, 
anonymous, or adult-content accounts should be 
blocked immediately. Turning on relevant privacy 
settings will enable accounts to approve followers and 
keep content to a more restricted audience, this can 
be done through turning the ‘protect your posts’ 
setting on as seen below:  

 
 

• Keep it secure: Make sure the school’s social media account has the right 
privacy settings in place, so only authorised people can view the posts. 

 

• Stay vigilant: Always review and filter the content shared on the school’s 
account to make sure it’s safe and suitable for everyone. 

 
 
 
If you are interested in further information or guidance in implementing this guide, 
you can contact the authors. 
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