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Objectives: This study aimed to identify predictors of cyberbullying victimisation among adolescents and develop
predictive models to support early intervention strategies.

Methods: Data from the Global School-based Health Surveys (2017-2021) were analysed, focusing on emerging
markets and developing countries. A simple random sampling strategy was used to ensure equal representation
across countries. A multivariable logistic regression model was applied to 26 variables to identify significant
predictors of cyberbullying victimisation. Subsequently, machine learning techniques were used to develop
predictive models.

Resuits: This logistic regression model was statistically significant (y2(26)=507.96, p < 0.001), explaining 19.3
% of the variance with an AUROC of 0.758 (95 % CI, 0.739 to 0.778). Twelve variables, including being bullied
on school property, female gender, peer victimisation, early sexual debut, alcohol consumption, and suicidal
ideation, were identified as significant predictors. The best-performing predictive model, a randomly over-
sampled random forest classifier, achieved 82 % accuracy and an AUROC of 0.83 (95 % CI, 0.81 to 0.85).
Conclusions: The study highlights key predictors of cyberbullying victimisation and demonstrates the potential of
machine learning in developing accurate predictive models. However, reliance on self-reported data may
introduce biases. Future research could integrate diverse data sources to enhance model accuracy and reliability.

1. Introduction

Cyberbullying can be defined as an aggressive, intentional act car-
ried out by a group or individual, using electronic forms of contact,
repeatedly and over time against a victim who cannot easily defend
themselves (Smith et al., 2008). Due to the ubiquity of digital technol-
ogies, young people increasingly experience ‘perpetual contact’ (Katz &
Aakhus, 2002), creating environments in which it may become difficult
to avoid and negate abusive behaviours. Unlike traditional forms of
bullying, cyberbullying perpetrators may utilise affordances of online
platforms to facilitate anonymity, making it more difficult to identify
and stop (Smith, 2012). Similarly, to bullying via traditional,
face-to-face methods, cyberbullying can have significant negative im-
pacts upon emotional health and wellbeing, as well as feelings of inse-
curity both at home and in education settings (Cowie, 2013). Patchin
and Hinduja (2012) highlight that cyberbullying can have a significant
impact on the mental health of victims, including increased levels of
anxiety, depression, and even suicide. These findings are corroborated
by Kowalski and Limber (2013) and Van Geel et al. (2014) who found
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victims of cyberbullying to experience the most negative scores relating
to measures of psychological health, physical health and academic
performance.

The association of cyberbullying with suicidal behaviours is of
particular concern, as in 2021, WHO (2023a) reported suicide as the
third leading cause of death among adolescents and young adults (aged
between 10-24 years old), which is corroborated by wider literature
(CDC, 2023; Royal College of Paediatrics & Child Health, 2020).
Providing safe supportive online and offline environments for young
people could contribute to the reduction of mental illness, especially
considering adolescents are more susceptible to cyberbullying, with an
estimated 14 % to 57 % experiencing cyberbullying, and increasing
prevalence rates (Zhu et al., 2021).

Therefore, grounded in an analysis of data sourced from the Global
School-based Health Survey (GSHS), this study seeks to discover pre-
dictors of cyberbullying victimisation and to determine if the GSHS
could be used to develop an effective cyberbullying victimisation pre-
dictive model. To do so, this investigation has two primary research
questions that guide the trajectory of inquiry.
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Table 1
Summary of participants by country.
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Country Country’s overall response  Original sample Random sample
t
rate Number of Reported cyberbullying Number of Reported cyberbullying
participants victimisation participants victimisation
Argentina 63 % 56 981 21 % 1048 21 %
Bolivia 79 % 7 931 20 % 1048 19 %
Panama 71 % 2948 15 % 1048 12 %
Saint Vincent and the 78 % 1877 16 % 1048 14 %
Grenadines
RQ1. What variables in the Global School-based Health Survey are pre- 2.1. Participants

dictors of cyberbullying victimisation?

This research question aims to build upon existing literature to
identify predictors of cyberbullying victimisation, drawing from the rich
repository of the GSHS. Data from surveys conducted between 2017 and
2021 will be analysed, with only those countries that included the
recently added cyberbullying question in their survey being considered.
Countries who participated in the GSHS will be given equal represen-
tation in the analysed data, such that the predictors identified would be
shared across countries, enabling a more concise understanding of
cyberbullying victimisation among adolescents.

As there is emerging evidence around predicting cyberbullying,
research tends to focus on predicting perpetration (Al-Garadi et al.,
2019; Barlett et al., 2016) with less research on predicting victimisation
(Navarro & Jasinski, 2012). While predicting perpetration is valuable to
supporting prevention strategies, predicting victimisation has the po-
tential to be valuable in victim-support strategies and could benefit from
further research. Furthermore, using an established instrument, such as
the GSHS, to predict victimisation could reduce implementation bar-
riers, supporting adoption, and compliment current efforts aimed at
addressing cyberbullying. Therefore, this study will address this gap in
the literature by answering the second research question.

RQ2. How could the Global School-based Health Survey be used with
machine learning algorithms to predict cyberbullying victimisation?

Using machine learning algorithms, this research question entails the
training and testing of different predictive models to determine if it is
possible to use GSHS variables to predict cyberbullying victimisation,
thereby offering a pathway for early intervention.

In the pursuit of understanding and mitigating cyberbullying vic-
timisation, this study resonates with the evolving digital landscape and
aims to contribute not only to the academic discourse but also to the
lives of adolescents who navigate the intricate tapestry of digital spaces.

2. Material and methods

Overall, this study used a quantitative, experimental research design
to answer the research questions. Specifically, the first research question
used a multivariable logistic regression to identify the predictors of
cyberbullying victimisation. The second research question involved
training machine learning algorithms to predict cyberbullying victim-
isation, which is an experimental design that followed the methodology
suggested by Fernandez-Lozano et al. (2016), whereby the dataset is
defined, data pre-processing occurs, followed by model learning, and
finally the best model is selected and evaluated. By following this
method, each stage of the experiment can be reproduced, enhancing the
likelihood that the same results would be obtained if the study were
repeated under similar conditions. In terms of a theoretical framework,
this study modified the proposed conceptual framework by Hasan et al.
(2021) to concentrate on cyberbullying victimisation and included
literature supported variables of the GSHS that were associated with
traditional bullying victimisation, assuming that there may be similar
predictors for traditional bullying victimisation and cyberbullying
victimisation.

The participants of this study included school-going adolescents
between 13-17 years of age who completed the Global School-based
Health Survey between 2017 and 2021. The GSHS was funded by the
World Health Organisation (WHO) and the United States Centers for
Disease Control and Prevention (CDC) and primarily investigated by
each country’s ministry for education or health. It was a self-
administered questionnaire that followed a two-stage cluster design to
produce data representative of all school-going students in each country.
The first stage selected schools with probability proportional to enrol-
ment size, and the second stage randomly selected classes where all
students were eligible to participate (WHO, 2023b).

15 countries completed the GSHS during the period. However, only
four of those countries included questions relating to cyberbullying,
namely: Argentina, Panama, Bolivia, and Saint Vincent and the Grena-
dines. Therefore, participants in those countries were included in this
study. As the GSHS sampling strategy covers the necessary approach for
the results to represent the wider population in each country, this study
used a simple random sampling strategy that enabled the selection of a
sample that was consistent with the original responses but allowed for
equal representation among countries, addressing the heterogeneity
between countries and enhancing the reliability of the analysis. To
achieve this, the sample size for the country with the largest number of
participants was determined using the formula suggested by Daniel and
Cross (2019). The country with the most participants was Argentina (56,
981), and therefore, the determined sample size needed for represen-
tation was 1048, with a confidence level of 95 % that the real value is
within £3 % of the measured value. As all other countries exceeded this
number of participants, a simple random sample of 1048 was selected
from each country and used to answer the research questions of this
study. Table 1 provides a summary comparing the countries original
responses and rate of cyberbullying to the random samples selected.

2.2. Instrument, measures, and the theoretical framework

Participants completed a self-administered questionnaire designed to
provide accurate data on health behaviours and protective factors.
Countries developed their country-specific questionnaire by selecting all
or some of the standardised set of questions (WHO, 2023b). The use of
standardised questions with fewer response options has been evidenced
to improve the reliability of the instrument (Ruel et al., 2015), which is
important for comparing different participants as is conducted in this
study.

The conceptual framework proposed by Hasan et al. (2021) was
modified to answer the research questions, and Fig. 1 illustrates the
modified, preliminary framework, concentrating on variables with
possible associations to cyberbullying victimisation. The modifications
included additional variables into some of the themes, the creation of a
new theme, and a sole dependent variable: participants reporting
cyberbullying victimisation. The new theme created was “Demographic
factors”, as age and sex were found to be predictors of bullying victim-
isation (Biswas et al., 2020; Peltzer & Pengpid, 2020). Additionally,
sitting activities and sexual debut were included in the theme “Lifestyle
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Fig. 1. Preliminary framework for cyberbullying victimisation inspired by Hasan et al. (2021) conceptual framework.

behaviours” (Peltzer & Pengpid, 2020; Vismara et al., 2022), illegal
substance use in “Substance use” (Pengpi & Peltzer, 2021), bullying
victimisation and injury in “Violence” (Peltzer & Pengpid, 2020; Pengpi
& Peltzer, 2021), and suicidal ideation, planning, and attempt in
“Mental health” (Abdirahman et al., 2012; Cheng et al., 2010; Hasan
et al., 2021; Owusu et al., 2011; Peltzer & Pengpid, 2020; Pengpi &
Peltzer, 2021). However, the variable relating to tobacco consumption
was excluded from “Substance use”, as not all countries in this study
asked this question to participants. Further information about the
literature and each measure is provided in the supplementary

information, including the standard variable name, the questions asked,
and the response options.

2.3. Data analysis

The data for each country was collected from the WHO repository.
Following this, all variables used in this study were selected, any missing
responses were removed, and a random sample of 1048 responses were
drawn from each country using a computerised random sampling soft-
ware. Once all the data was collated into a single dataset, the data was
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Table 2
Variables predicting likelihood of reporting cyberbullying victimisation.
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Variables Total adolescents Number of adolescents % p Odds ratio 95 % CI for odds ratio
Lower Upper

Social factor

Hunger 4192 127 3.0% 0.743 0.92 0.57 1.50

Demographic factors

Age 4192 1722 41.1 % 0.604 1.05 0.87 1.27

Sex 4192 1891 45.1 % 0.0007** 0.57 0.47 0.69

Lifestyle behaviours

Physical inactivity 4192 3087 73.6 % 0.306 0.90 0.73 1.10

Soft drink consumption 4192 2082 49.7 % 0.672 0.96 0.80 1.15

Fast food consumption 4192 2211 52.7 % 0.030* 1.22 1.02 1.47

Sitting activities 4192 1061 25.3 % 0.072 1.20 0.98 1.46

Sexual debut 4192 1580 37.7 % 0.0007** 1.50 1.22 1.83

Academic activities

Truancy 4192 1198 28.6 % 0.379 1.09 0.90 1.33

Absenteeism in class 4192 2961 70.6 % 0.058 0.83 0.68 1.01

Substance use

Alcohol consumption 4192 1523 36.3 % 0.001** 1.40 1.15 1.71

Illegal substance use 4192 622 14.8 % 0.019* 0.73 0.56 0.95

Violence

Peer victimisation 4192 788 18.8 % 0.0007** 1.55 1.25 1.94

Conflict with peer 4192 984 23.5% 0.025* 1.28 1.03 1.60

Bullied on school property 4192 869 20.7 % 0.0007** 3.58 2.96 4.34

Injury 4192 1767 42.2 % 0.316 1.10 0.91 1.33

Mental health

Sleep disturbance 4192 513 12.2% 0.118 1.22 0.95 1.58

Loneliness 4192 751 17.9 % 0.033* 1.29 1.02 1.62

Suicidal ideation 4192 877 20.9 % 0.004* 1.49 1.14 1.94

Suicidal planning 4192 730 17.4 % 0.048* 1.33 1.00 1.75

Suicidal attempt 4192 608 14.5 % 0.160 0.81 0.61 1.08

Peer attachments

No close friend 4192 273 6.5 % 0.026* 0.65 0.44 0.95

Lack of peer support 4192 2505 59.8 % 0.373 1.09 0.90 1.32

Parental support

Lack of parental supervision 4192 2720 64.9 % 0.417 1.09 0.88 1.35

Lack of parental connectedness 4192 2640 63.0 % 0.509 1.08 0.86 1.34

Lack of parental bonding 4192 2148 51.2 % 0.508 1.07 0.88 1.30

Constant 0.000 0.07

" p < 0.05.

" p <0.01.

" p < 0.001

Note: sex is for males compared to females, and age is for younger compared to older.

re-coded. For consistency, the coding was in line with the approach of
Hasan et al. (2021), and the additional variables followed the same bi-
nary coding system. For a comprehensive view of the themes, measures,
and coding, please refer to the supplementary information in the sup-
plementary information.

2.3.1. RQI: what variables in the global school-based health survey are
predictors of cyberbullying victimisation?

Using the SPSS statistical software package, a multivariable logistic
regression was applied to the data to answer the research question. This
involved ensuring all the assumptions of the regression were met, testing
the model’s statistical significance, and identifying the amount of vari-
ance explained in the model by the independent variables. To evaluate
the model, metrics, including specificity, sensitivity, negative predictive
value (NPV), positive predictive value (PPV), and accuracy were ana-
lysed, and the area under the receiver operating characteristic curve
(AUROC) was used to determine the model’s overall measure of
discrimination (Royston & Altman, 2010). Following the evaluation of
the model, the variables in the equation were assessed by their statistical
significance and odds ratio. Finally, the preliminary framework was
adjusted, confirmed, and visualised based on the significant predictors
identified.

2.3.2. RQ2: how could the global school-based health survey be used with
machine learning algorithms to predict cyberbullying victimisation?
To answer this research question, Python and related data science

libraries were used for statistical analyses, guided by the approach
suggested by Fernandez-Lozano et al. (2016). Therefore, the predictors
identified in RQ1 satisfied the feature reduction requirement and were
used to train multiple classification algorithms, namely: decision tree
classifier, random forest classifier, and XGBoost classifier. These algo-
rithms were selected for their interpretability and transparency
(Quinlan, 1986), strong performance in classification tasks (Breiman,
2001), and efficiency and robustness to counter overfitting through
regularisation (Chen & Guestrin, 2016). As part of the training, all al-
gorithms underwent a 10-fold cross validation hyperparameter tuning
exercise to find the best parameters for each algorithm, and due to the
imbalanced nature of the dataset, each algorithm was trained on both
random over-sampling and random under-sampling (Hasanin &
Khoshgoftaar, 2018; Hayaty et al., 2020). The training was performed
on 75 % of the sample, and the testing on the remaining 25 % of the
sample. After training, all models were assessed and evaluated with the
entire sample according to their accuracy, weighted average f1-score,
AUROC, and Matthews correlation coefficient (MCC). Lastly, the best
model’s parameters were mentioned, and the feature importance was
visualised.
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Fig. 2. The final framework with the statistically significant predictors.

3. Results

3.1. RQI: what variables in the Global School-Based Health Survey are
predictors of cyberbullying victimisation?

A multivariable logistic regression was performed to ascertain the
effects of the GSHS variables on the likelihood that participants reported
cyberbullying victimisation. All the required assumptions of the
regression were met, and in terms of assessing the goodness of fit, a
Hosmer and Lemeshow test was conducted, which was not statistically
significant (p = 0.129), indicating that the model is not a poor fit. When
compared to a baseline model that assumed all participants reported no
cyberbullying victimisation, the logistic regression model was statisti-
cally significant (4%(26)=507.96, p < 0.001) and correctly classified
84.1 % of the cases compared to the baseline model’s 83.6 %. Sensitivity
was 15.0 %, specificity was 97.6 %, PPV was 55.1 % and NPV was 85.4
%. The model explained 19.3 % (Nagelkerke RZ) of the variance in re-
ported cyberbullying victimisation, and the AUROC was 0.758 (95 % CI,
0.739to 0.778), which is an acceptable level of discrimination according
to Hosmer Jr et al. (2013). Of the 26 predictor variables, 12 were sta-
tistically significant, as shown in Table 2. Adolescents who reported
being bullied on school property had 3.58 times higher odds of reporting
cyberbullying victimisation than those who did not report being bullied
on school property, the highest odds ratio of all the variables. In terms of
the other variables, females, those who reported peer victimisation,
sexual debut, consuming alcohol, and suicidal ideation were +1.5 times
more likely to report being cyberbullied.

3.1.1. Final framework based on results

In total, this study found 12 variables in the preliminary framework
that were statistically significant predictors of cyberbullying victim-
isation, which is across four countries with equal representation in the

Table 3
Model comparisons based on evaluation metrics.

Evaluation metrics for cyberbullying

victimisation
Model Sampling Accuracy ~ Weighted AUROC MCC
strategy Avg. Fl-score
Random Random 69 % 0.73 0.76 0.31
Forest under-
Classifier sampling
Random over- 82 % 0.83 0.83 0.44
sampling
Decision Tree Random 68 % 0.72 0.75 0.29
Classifier under-
sampling
Random over- 77 % 0.79 0.79 0.37
sampling
XGBoost Random 71 % 0.75 0.77 0.32
Classifier under-
sampling
Random over- 79 % 0.81 0.82 0.41
sampling

sample. Fig. 2 illustrates the final framework with only the significant
predictors.

3.2. RQ2: how could the Global School-Based Health Survey be used with
machine learning algorithms to predict cyberbullying victimisation?

Multiple machine learning algorithms were trained on the predictors
identified in RQ1, 12 in total, and they were trained on both random
under-sampling and random over-sampling due to the imbalanced na-
ture of the dataset. The training was performed on 75 % of the sample,
and the testing on the remaining 25 % of the sample. Of the models
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Fig. 3. Visualising important variables of the over-sampled random forest classifier.

trained, the over-sampled random forest classifier scored the highest in
all of the evaluation metrics (see Table 3 for a comprehensive view of all
models and their evaluation metrics). The model predicted classes with
82 % accuracy, and it had an MCC of 0.44 and an AUROC of 0.83 (95 %
CI, 0.81 to 0.85), indicating the model has moderate to strong predictive
power and an excellent level of discrimination between classes accord-
ing to Hosmer Jr et al. (2013). Furthermore, the best parameters for this
model were using the square root of the features when splitting (without
bootstrapping), 10 for the maximum depth of the tree, one as the min-
imum number of samples at a leaf node, two as the minimum number of
samples to split an internal node, and 50 decision trees in the random
forest.

In terms of feature importance, the model used all 12 variables for
the predictions, with bullied on school property being the most impor-
tant feature (importance score: 0.23), more than double the second most
important feature, suicidal ideation (importance score: 0.09). See Fig. 3
for an illustration of the important variables. Conclusively, a predictive
model with 83 % accuracy and an excellent level of discrimination was
developed using 12 variables from the GSHS across four countries that
were equally represented in the sample.

4. Discussion and conclusion

This study explored the intricate landscape of cyberbullying vic-
timisation among adolescents, using data from the GSHS and employing
both traditional statistical analysis and advanced machine learning
techniques. The investigation shed light on several key aspects of
cyberbullying victimisation, uncovering predictors and potential pre-
dictive models for interventions.

Similar to the work relating to bullying victimisation of Hasan et al.
(2021), this study found peer victimisation, alcohol consumption, sui-
cidal ideation and planning, conflict with peers, no close friends, and
loneliness to be predictors of cyberbullying victimisation, which is
consistent with other studies on cyberbullying (Brewer & Kerslake,
2015; Sahin, 2012; Van Geel et al., 2014). Furthermore, being bullied on
school property was the predictor with the highest odds ratio
(OR=3.58), meaning adolescents who were bullied on school property
were more than three times more likely to report cyberbullying vic-
timisation. This corroborates with the findings of Beran and Li (2007)
and Baldry et al. (2015), however, another study indicated little overlap
between cyberbullying victims and school bullying victims (Kubiszewski
et al., 2015), highlighting the nuances related to bullying predictors.
Furthermore, females were more likely to report cyberbullying victim-
isation and age was not a statistically significant predictor, which is
consistent with the findings of a meta-analysis on the predictors of

cyberbullying by Guo (2016). However, this further emphasises the
differences between school bullying and cyberbullying, as males and
younger students were found to be more likely bullied in school (Biswas
et al., 2020; Peltzer & Pengpid, 2020). Conversely, similarities are also
prevalent, especially in terms of the GSHS variables, as factors such as
sexual debut, fast food consumption, and illegal substance use were
found to be predictors of cyberbullying victimisation in this study,
which corroborate with findings relating to bullying victimisation
(Hasan et al., 2021; Peltzer & Pengpid, 2020; Pengpi & Peltzer, 2021).

As for predicting cyberbullying victimisation using the GSHS, the
presented models, particularly the random forest classifier, offer a
pathway toward early intervention and support for victims, bridging the
gap between adolescents’ hesitance in reporting cyberbullying and the
need for timely assistance. The best performing model achieved 82 %
accuracy and had an excellent level of discrimination. Interestingly, the
model used all 12 of the statistically significant predictors identified in
RQL1. Hypothetically, this allows for a scenario where adolescents could
be asked 12 questions, and using the model, one would be able to predict
if they were to report cyberbullying victimisation with 82 % accuracy.
This has the potential to provide support to victims proactively, espe-
cially considering adolescents tend to resist reporting cyberbullying and
prefer to confide in their peers, or no one at all (Connolly, 2018; Slonje &
Smith, 2008).

However, the ethical implications arising from of incorrect pre-
dictions need to be considered. In instances where the model incorrectly
identifies an adolescent as at risk, there is a possibility of unwarranted
interventions. Such misclassifications may lead to unnecessary stigma-
tisation or anxiety, potentially affecting the individual’s psychological
wellbeing (Strindberg et al., 2020). Conversely, failing to flag those who
are genuinely at risk could result in missed opportunities for early
support and intervention, thereby leaving vulnerable individuals
without the necessary assistance. Given these implications, it is imper-
ative that any deployment of predictive models, such as the one devel-
oped in this study, is accompanied by robust ethical oversight. This
could include integrating the model within an established support
framework, such as the Positive Behavioural Interventions and Supports
framework (Bradshaw, 2013; Lawrence, 2017). This integration enables
clear ethical guidelines for practitioners and policymakers regarding the
responsible and effective use of predictive analytics in the context of
cyberbullying victimisation.

In terms of this study’s limitations, there are two significant areas
that need to be emphasised. Firstly, the GSHS is a self-administered
questionnaire, and therefore has self-reported measures which could
be prone to biases or inaccuracies (Campbell & Fiske, 1959). Secondly,
self-reported measures relating to sensitive topics, which could arguably
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include cyberbullying, have been found to experience common mis-
reporting (Tourangeau & Yan, 2007). Both need to be considered care-
fully when interpreting the results of this study and when identifying
ways to further research in this area. As for possible improvements to the
predictive models, modifying the way variables are coded may improve
performance. In this study, all variables were coded in a dichotomous
manner to remain consistent with previous research, however, this
might limit the predictive power of the variables. For example, loneli-
ness was originally a five-point scale response, where one was “never”
and five was “always”, keeping the original scale could provide more
variation for the algorithms to adjust, potentially enhancing its
calculations.

In conclusion, this study contributes to our understanding of cyber-
bullying victimisation among adolescents by identifying predictors and
using machine learning for prediction. The findings advocate for a
comprehensive approach to intervention, aiming to foster a safer online
environment for the younger generation through victim support.
Acknowledging the limitations of the study, further research is encour-
aged to build upon this work, refining models, investigating contextual
nuances, including more countries, and ultimately striving for a world
where adolescents can receive timely and effective victim-centred sup-
port after experiencing online harms.
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