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ABSTRACT Quantum cryptography is anticipated to drive substantial advancements in cybersecurity. The
impending arrival of quantum cryptography compromises current encryption methods, possibly compromis-
ing the effectiveness of traditional key management-based security protocols. One fundamental Quantum
Key Distribution (QKD) protocol, BB84, encounters challenges when operating with fewer Quantum bits
(Qubits) and bases that only support up to 8 Qubits. This limitation weakens the system’s security, making
brute force, intercept, and resend attacks less challenging. Consequently, this study proposes a method
to enhance the security of the BB84 protocol, to reduce susceptibility to attacks and eavesdropping. The
improved BB84 protocol utilizes 9, 12, and 16 quantum bits along with two, and three bases to significantly
bolster security. This allows authorized parties to eliminate the use of compromised keys. Additionally,
the study implements the E91 QKD protocol utilizing the Entanglement Pair Generation (EPR) method to
produce secure keys. While the existing E91 protocol ensures security through Bell’s theorem and Bell’s
inequality, it overlooks the impact of noise, leading to inaccuracies in eavesdropper detection. To address
this, the study introduces an additional security measure. Whenever an eavesdropper attempts to measure
the quantum state, the proposed E91 protocol collapses its state from |10⟩ to |11⟩, setting the first Qubit
to |1⟩ and the other Qubit to |0⟩, thus providing the eavesdropper with incorrect information, accompanied
by a phase angle of 15π /8. This leads to a misconception, preventing eavesdroppers from obtaining useful
details about transferred quantum states. Additionally, considering that the proposed E91 protocol relies on
entangled particles and utilizes double Qubit gates, which are inherently noisier than single Qubit gates and
more susceptible to quantum decoherence, this study employs error mitigation techniques during the final
measurement to predict outcomes more efficiently.

INDEX TERMS Quantum cryptography, quantum key distribution, eavesdropper detection, quantum
entanglement.

The associate editor coordinating the review of this manuscript and

approving it for publication was Lo’ai A. Tawalbeh .

I. INTRODUCTION

Traditional cryptographic techniques have long been used
to encode original content into cipher text, which is then
transmitted through a channel secured by a key. When
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the recipient possesses the correct key, they can retrieve
the original content. To strengthen security in conventional
cryptography, several measures must be implemented, with
confidentiality, authenticity, and accountability being the
most valuable. These are achieved through symmetric and
asymmetric cryptography, the primary techniques used in
classical cryptography. Algorithms such as Rivest Shamir
Adleman (RSA) [1], Advanced Encryption Standard (AES),
and Data Encryption Standard (DES) [2] rely on number
theory and mathematical assumptions to prevent third parties
from accessing encrypted messages. One of the most widely
used algorithms is AES, deployed globally and offers differ-
ent key lengths—128, 192, and 256 bits. Later, the Triple
Data Encryption Standard (3DES) [2] was introduced by
expanding the key length to address the vulnerabilities in
DES. Elliptic Curve Cryptography (ECC) [3] is considered
one of the most stable and efficient cryptographic techniques
but remains susceptible to quantum computing attacks. If key
management methods are ineffective, the system becomes
vulnerable to security breaches, potentially leading to devas-
tating attacks. The majority of encryption techniques in use
today are considered highly secure. However, their resilience
against emerging threats, particularly quantum computing,
remains a significant concern.

Conversely, Quantum computers pose a threat to tra-
ditional encryption schemes, potentially making some of
them untrustworthy. Algorithms such as Grover’s and Shor’s
algorithms [4], [5] can break symmetric and asymmetric
cryptographic schemes. Quantum cryptography ensures that
information cannot be copied by transferring millions of pho-
tons over a fiber optic cable. Each photonmaintains its unique
state, and together, all photons generate a binary data stream
composed of zeros and ones [6]. From a physics perspective,
quantum cryptography’s key attraction is its ability to share a
secret key between two remote users in a way that makes it
unthinkable for a third party to eavesdrop without disrupting
the quantum transmission. In this way, the eavesdropper is
detected by both parties [7]. Utilizing quantum computing
for QKD is exceptionally promising. For specific protocols,
it relies on both the Heisenberg uncertainty principle and the
no-cloning theorem [8]. In place of concealing data, QKD
takes advantage of quantum mechanics to distribute informa-
tion between two locations. Several advantages of utilizing
QKD are relevant to security and can replace mathemati-
cal approaches that are prone to being broken. The central
thought is to detect an eavesdropper when a key exchange
happens on the quantum channel. To eliminate the likeli-
hood of Man-In-The-Middle (MITM) attacks, these systems
require an authenticated public channel [9]. The polarization
states are used to encrypt information in two manners: Recti-
linear at 0◦ and 90◦ and Diagonal at 45◦ and 135◦ as shown
in FIGURE 1.

Despite several advantages, there is finite research on the
unreliability of secret keys and their consequences on the
quantum systems, which are not stable enough. These sys-
tems drop information if not stored properly, making it tricky

FIGURE 1. Photon polarization: diagonal and rectilinear.

to maintain these photon’s positions and entanglement for a
long duration [8] and [10]. The first and most widely used
QKD protocol named BB84 was presented by Bennett and
Brassard [11] which are based on two means of communica-
tion. The initial channel or quantum channel that is utilized
to travel quantum bits between remote users is based on
two polarization states and the other one is an authenticated
classical channel used for transferring the encoded message
as shown in FIGURE 2. They had to choose whether to
scan every bit using a rectilinear or diagonal polarization
state when they obtained the photon key. In some cases, both
Alice and Bobwill accurately measure the polarization. How-
ever, if Bob uses inappropriate polarization photons, he will
receive inappropriate outcomes. At this point, they estab-
lished a vulnerable channel that others could watch. As per
reference [12] improvements in quantum computing algo-
rithms would render almost half of the encryption schemes
in use obsolete. It is necessary to uncover vulnerabilities’
of these protocols to protect against future quantum attacks.
In quantum cryptography, secure communication depends on
the robustness of QKD protocols, with BB84 and E91 being
the most commonly used. Despite being popular, existing
methodologies [13], [14], [15] face significant challenges,
such as noise sensitivity, quantum errors, and vulnerabilities
in key generation due to eavesdropping. These challenges are
highlighted when a limited number of Qubits and bases are
used.

FIGURE 2. Basic workflow of quantum key distribution.

This research aims to enhance the reliability and robustness
of quantum communication by addressing these challenges,
mainly the secure generation of quantum keys for practical
use. We enhance previous studies by implementing the BB84
protocol with Qubit lengths of 9, 12, and 16 and testing it
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across two and three bases. This approach enables a detailed
analysis of the impact of Qubit length on key generation
security. Additionally, the E91 protocol was examined under
various configurations, including simulated eavesdropping
scenarios and reverse quantum gate configurations. To mit-
igate the effects of noise, error correction techniques are
integrated, providing a framework to enhance the reliability
of QKD protocols in real-world quantum communication
systems. While the two protocols differ in their methodolo-
gies, as BB84 employs individual Qubits and E91 relies on
entanglement, their common goal is to ensure secure key dis-
tribution. Both protocols aim to detect eavesdropping using
different physical phenomena: BB84 relies on the disturbance
in quantum states caused by measurement, whereas E91
takes advantage of violations of Bell’s inequality. Although
their underlying mechanics differ, both protocols play an
important role in advancing the security of quantum com-
munications. Additionally, comparing these two protocols
provides crucial information into the evolution and diversity
of QKD approaches. While BB84 offers simplicity and prac-
tical optionswith available technology, E91, despite its higher
complexity, promises robust security in future scalable quan-
tum networks. Understanding the strengths and limitations of
both helps define ongoing efforts in quantum cryptography,
which aim to develop upon these foundational protocols to
develop more advanced and efficient quantum communica-
tion systems [14], [16].

The contributions of this study are summarized as follows:

1) This research enhances the BB84 QKD protocol by
testing it across two and three bases with Qubit lengths
of 9, 12, and 16. The choice of these quantum bit
lengths ensures that the protocol remains computa-
tionally feasible while providing an adequate level of
security. If the Quantum Bit Error Rate (QBER) and
information leakage rate exceed permissible thresh-
olds, privacy amplification is employed to eliminate
any correlations that could potentially be exploited
by an eavesdropper, ensuring the security of the final
key. This step addresses potential vulnerabilities in
the BB84 protocol by making it resistant to both
noise-induced errors and eavesdropping attempts.

2) This study also incorporates the E91 protocol, which
relies on entangled particle pair generation for secure
communication. In this work, we introduce a reverse
quantum gate configuration that transforms quan-
tum states to obscure information being transmitted
between users. This additional security layer examines
the quantum states of entangled particles to assess inter-
ference based on Qubit states and phase angles, further
complicating an eavesdropper’s ability to extract useful
information. By employing this method, even if an
eavesdropper captures data, the information retrieved
will be misleading and unusable.

3) The study also addresses the excessive noise prevalent
in the E91 protocol, which arises from quantum gate

operations susceptible to decoherence. Quantum noise
can cause gates to collapse, thereby compromising the
integrity of the communication. To counteract this,
we implement error mitigation techniques during the
final measurement phase, thereby reducing the impact
of noise and enabling more accurate predictions of
the final output. These corrective measures make the
enhanced E91 protocol more resilient to eavesdropping
and quantum noise, ensuring a higher degree of security
in practical implementations.

The remainder of this study includes the following sections:
Section II presents a literature review that compares and
contrasts existing research, unifies the findings, and provides
an introspection on the available knowledge in the speci-
fied domain. Section III explains the research methodology,
procedures, and techniques. Section IV analyzes the pro-
posed method and compares it to similar protocols. Lastly,
Section V presents the conclusion.

II. LITERATURE REVIEW
Utilizing the basic principles of quantum mechanics to
protect communication mediums, QKD represents a signifi-
cant advancement in cryptographic research. The importance
of reliable and immutable encryption techniques contin-
ues to grow as modern technology evolves. Consequently,
this literature review comprehensively analyzes many of
the recent innovations in QKD protocols. In anticipation of
this phase, a study [17] analyzed the effects of QKD and
Post-Quantum Cryptography (PQC) on Distributed Energy
Resources (DER) networks. The study identified concerns
about performance and installation cost when these meth-
ods were used concurrently. As a result, they proposed
an innovative DER network configuration that minimizes
the key distribution delay due to QKD’s lower transfer
rate compared to conventional networks. Currently, QKD
networks are costly, and future research will focus on devel-
oping server-based QKD and lightweight PQC quantum-safe
DER networks that are affordable and high-performing.
A study [13] simulates the BB84 protocol using the IBM
quantum computing platform, executing it with and with-
out eavesdropper interference. They used both the ‘‘qasm
simulator’’ as a local simulator and the ‘‘ibmqx2’’ quantum
simulator with N quantum and classical registers correspond-
ing to Alice and Bob’s quantum circuits (in their case, N=4).
They established the presence of an eavesdropper in the
communication channel due to the transformed probability
distributions, as some probabilities that are higher with an
eavesdropper become lower without one. As a result, they dis-
card the key and repeat the process because the key exchange
has been compromised. A study [18] proposed Quantum Key
Secure Communication (QKSC) which employs a dynamic
key and super-dense coding system. They claimed that their
QKSC protocol is the first to use a dynamic key in quantum
cryptography. Additionally, it is easy to develop, affordable,
and a low-maintenance option where keys and messages
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remain secure. If QKSC operated at a single-photon level
instead of using a key, and an eavesdropper deployed a photon
number-splitting attack, then Bob might notice the disrup-
tion in communication and inform Alice to terminate the
entire transmission. The primary reason for adding a dynamic
key is to maintain message reliability. They observed that
the problem arises when results obtained from the 16-Qubit
Processor indicate a 40% error due to a large number of
C-NOT gates. A study [19] showed that merging QKD with
a traditional encryption algorithm significantly boosts data
transmission security. The evaluation of encryption, decryp-
tion, throughput, and avalanche effect was estimated for
algorithms incorporating and excluding quantum key dis-
tribution. Their results illustrate that this is achieved by
minimizing the encryption and decryption timewhile increas-
ing throughput over records between 500 and 3500 KB.
They found that traditional encryption algorithms, including
QKD, obtained 56.8%, 58.6%, and 54.3% shorter durations.
A study [20] experimentally demonstrated a side-channel
attack via misaligned sources over free-space QKD appli-
cations. They further conducted a proof-of-principle attack,
which shows that minimal angular misalignment among the
origin is theoretically dangerous because of this attack. They
suggested two defenses to shield QKD systems from the
outlined attack: using a single laser to eliminate spatial
discriminability of sources and single-mode optical fiber.
Lastly, they highlighted the security considerations that need
to be taken into account for the safe transfer of keys. This
study [21] provides solutions to conventional encryption
protocols, starting with quantum key distribution protocols
employing two, three, and four state methods. They iden-
tify eavesdropper presence by evaluating errors that occur
after transmission across a quantum channel. Their results
demonstrate that the QKD protocol featuring four-state sys-
tems is quite effective in the case of intercept-resend attacks.
A study [22] proposed a verification technique using uni-
tary quantum gate reversibility and quantum teleportation.
Their core concept revolves around stabilizing the quantum
state after the procedure, permitting quantum teleportation
to preserve the position of quantum information before the
interpretation process. They performed the technique by
employing gates in reverse order—Controlled-Not (CX) and
Hadamard Gate. The final result must match the initial input,
typically |0⟩. If they match, the computation result is verified
and gains more credibility. Further, they eliminated 18.848%
of results containing errors and utilized the remaining data
as an outcome. This study [23] implements the B92 protocol
on actual quantum hardware and explores its handling of
key length variations with several eavesdropping techniques.
They executed the program a specified number of times for
each key length and eavesdropping technique, then analyzed
the original key length with three cases: lost, compromised,
or damaged. From each experiment, they calculated the stan-
dard deviation. They pointed out that using a higher number
of Qubits ensures the security of the B92 protocol, however,

with a shorter key length, the protocol becomes insufficiently
secure.

The authors in [24] use case studies to ensure the sustain-
ability of 7E through the IBM software. They also rely on
Kyber and Dilithium strategies to improve existing encryp-
tion methods to post-quantum versions. They pointed out the
operational aspects necessary to execute 7E and proposed a
revised version for professionals. The results illustrate that
only slight modifications are needed, and the 7E strategy
adequately anticipates future development toward ongoing
software security protections. This study [25] looks into the
use of deep learning algorithms to identify and mitigate
malware in real time. However, quantum-powered malware
might bypass existing detection methods, leading researchers
to explore quantum cryptographic techniques for improving
malware detection security. A study [26] offers post-quantum
cryptography and quantum attack resistance for online vot-
ing systems. They anticipate that the Blockchain-Based
Voting System Powered by Post-Quantum Cryptography
(BBVSP-PQC) platform will allow activities through inac-
tive blockchain or a potential off-chain strategy. They found
that 51% of attacks, or the majority of attacks, cannot be
deployed in BBVSP-PQC since it uses the Practical Byzan-
tine Fault Tolerant (PBFT) method. They also used electronic
equipment to ensure that voting could not occur during a
power outage. However, the system could be modified in
the future to run effectively on quantum computers. The
rapid deployment of 5G networks [27] increased connectiv-
ity but introduced security concerns, as existing encryption
techniques such as RSA and ECC may be compromised
by quantum computing. This has led to the development
of quantum-safe solutions to protect 5G networks from
quantum-based cyber-attacks.

The study [28] developed Enhanced BB84 Quantum Cryp-
tography Protocol (EBB84QCP) for healthcare purposes,
securely allocating encrypted credentials among communi-
cation entities by utilizing bitwise functions and quantum
concepts to protect patients’ sensor data in wireless environ-
ments. This provides an effective way of remotely monitoring
patients. Their proposed EBB84QCP involves the following
steps: quantum bit generation, check bit generation, anal-
ysis on a public communication channel, key generation
using the bitwise operator, and analysis with Bob about
the quantum key generation process. This process protects
the network’s medical information from attackers, particu-
larly in the case of a potential MITM attack, preventing the
key information from being acquired. They provide a time
analysis with different file sizes through nine experiments.
Compared to DES and RC4, their enhanced BB84 protocol
provides faster key generation time measured in millisec-
onds. The study [29] examined two specific cases among all
quantum key distribution protocols and proposed methods
for preparing and measuring QKD techniques. The optimal-
ity shows the effectiveness of these techniques, presenting
an optimal secure QBER for orthogonal Qubits (expanding
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the BB84 Protocol) around 27.28% in terms of mem-
ory and memoryless Controlled-NOT threats. In contrast,
secure restraints are improved to about 22.73% and 28.69%
with non-orthogonal Qubits for memory and memoryless
Controlled-NOT protocols such as the expanding B92 and
SARG04 protocols. They also discussed collective attacks,
where Controlled-NOT attacks serve as suitable eavesdrop-
ping strategies. A study [30] analyzes a simple approach to
improving an entanglement source with access control by
utilizing phase randomization, where all individuals can be
controlled using improved entanglement resources to conduct
quantum cryptography. The conventional collective attack
is individually handled because the detected entanglement
visibility in their system is above 96%. A study [31] evaluates
privacy and effectiveness following the NIST post-quantum
standardization approach, focusing on isogeny. They per-
formed security inspection of shared key protocols leveraging
certain post-quantum encryptions, and they analyzed discrete
logarithm and integer factorization quantum encryptions,
as well as discrete logarithm and integer factorization prob-
lems. Then, they compared their complexity with well-known
attacks on IFP, DLP, SSI, ISD, and RLWE with the com-
plexity of brute-force attacks. Their finding shows that,
compared to post-quantummethods, SSI utilizes smaller keys
than RLWE and the code-based algorithm. Regarding per-
formance, RLWE-based postquantum algorithms perform the
best, followed by SSI and code-based algorithms.

Recently, researchers have studied different challenges of
quantum cryptography and the way the QKD process ensures
confidentiality and detection of third-party presence. Based
on the above literature review, it is concluded that QC is still
an emerging field that demands further study and evaluation
to validate its reliability. Many of the QKD protocols expe-
rienced difficulties with fewer Qubits which could threaten
security and eavesdroppers are less likely to be discovered.
Moreover, existing quantum protocols deal with eavesdrop-
ping and neglect the effect of noise.

III. RESEARCH METHODOLOGY
In QKD protocols such as BB84 and E91 [32], the pri-
mary focus is on the secure exchange of cryptographic keys
between Alice and Bob over a quantum channel. Unlike tra-
ditional encryption methods, QKD does not involve the direct
encryption or decryption of information. Instead, it facili-
tates the secure generation and distribution of cryptographic
keys, which are then used for conventional encryption. The
effectiveness of QKD lies in its ability to securely distribute
these keys, ensuring that the information encrypted with them
remains protected from eavesdropping attempts. This section
provides an in-depth overview of our proposed work which
comprises BB84 and E91 protocol.

A. BB84 PROTOCOL
The proposed work evaluates the BB84 protocol with
longer Qubit sequences (9, 12, and 16) while focusing on
the complexities that arise during eavesdropping attempts.

By employing three different quantum bases, Computational,
Hadamard, and Diagonal, on a 16-Qubit configuration, this
approach increases the difficulty for an eavesdropper to inter-
cept and accurately measure the quantum states. As each
Qubit exists in a superposition [33] an eavesdropper must
not only predict the state but also the correct measurement
basis, which significantly complicates their ability to extract
useful information. This multi-base approach goes beyond
typical two-base implementations, providing an extra layer
of security, particularly under realistic conditions of noise
and hardware imperfections. Moreover, this study acknowl-
edges the limitations of current IBM quantum devices, which
restrict the implementation of longer key lengths. How-
ever, this work aims to bridge the gap between theoretical
security and practical implementation. While theoretically
secure for longer keys, validating BB84 under real-world
conditions is crucial, as noise and device imperfections can
affect security. Using IBM’s quantum simulators, we simulate
realistic conditions and evaluate the protocol’s performance
across configurations. The findings offer practical insights
into the challenges of scaling BB84 to larger Qubit sys-
tems and contribute to optimizing its robustness against
noise and eavesdropping in future quantum communication
systems.

The Proposed BB84 protocol is based on the following
phases:

I. Exchange of raw keys

During the quantum phase, both legitimate users utilize
quantum channel and measurements according to the BB84
protocol. The bases for Qubit generation in the distribution
of quantum keys are typically referred to as the X-basis and
the Z-basis. The Z-basis represents the conventional com-
putational basis, via Qubits aligned across the 0◦ and 90◦

directions (|0⟩, |1⟩ states). The Qubits on the X-basis are
superposition states (|-⟩, |+⟩), representing Qubits angles at
45◦ and 135◦ [11]. First, Alice constructs a random sequence
of Qubits with their associated bases measurement and trans-
fers it across the quantum channel toward Bob. Bob is
unaware of the measurements of each Qubit, she receives the
measurements and then randomly selects their measurement
bases to figure out the quantum state, with or without the
eavesdropper’s existence.

II. Key Shifting

In the classical phase, to derive a confidential key follow-
ing the protocols, both parties communicate over a classical
channel about the bases they have used for transmitting
and receiving. Both users can transfer their selected bases
used for measurement and then disclose some information
to detect the eavesdropper. Sometimes Bob selects the accu-
rate bases and other times Bob selects the incorrect ones,
like Alice selects each base at random. Bob’s measurement
would be imperfect if he had selected the incorrect bases,
after bases comparison, the sequence of bits is considered
to generate a Shifted Key (Kshifted) also referred to as basis
reconciliation.
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FIGURE 3. Quantum key exchange in proposed BB84 protocol.

III. Error Detection and Information Leakage Estimation
Error detection plays a crucial role in ensuring the security

and reliability of the protocol. It allows Alice and Bob to
determine whether Qubits have been intercepted by com-
paring specific portions of their measurements. The QBER
is calculated as an approximation of the error rate in the
communication, accounting for errors caused by eavesdrop-
ping, noise, and other factors. The error rate is determined
using (1).

QBER =
No of Bits Intercepted By Eaves
Total No of Transmitted Bits

(1)

If the estimated QBER based on the Shifted Key is high,
it indicates the eavesdropper’s presence in the quantum chan-
nel. To evaluate how the proposed protocol should proceed,
the QBER is checked against the predefined threshold. When
the QBER approaches 85% or above, it becomes problematic
as it reveals a high possibility of being detected or environ-
mental challenges. In such a case, the key becomes insecure,
and both of them discard it and proceed again. While ana-
lyzing errors, Alice and Bob evaluated the possibility of data
leaks within an acceptable range. They predicted how much
information might be imposed on an eavesdropper that can
be estimated using (2).

IR =
Right Basis Selection

Total no of Bits Attacked
(2)

IV. Privacy Amplification
After completing the above phases, privacy amplification is
performed by eliminating information that an eavesdropper
might discover. This is an optional step, however, it is essen-
tial if there’s the risk that the majority of the information is
intercepted by an eavesdropper. It minimizes the total length
of the raw key, this alteration in key length is acceptable
which guarantees the secrecy of the obtained key. Because

of unconditional security, QKD does not require classical
channels to be confidential. However, they must be authen-
ticated in terms of raw key exchange, basis shifting, and error
detection.

As depicted in FIGURE 3, the protocol encapsulates var-
ious phases of the key exchange and demonstrates how
quantum properties inherently ensure secure key genera-
tion and distribution throughout the transmission process.
By incorporating additional Qubit pairs and bases into the
key exchange, the BB84 protocol enhances its robustness
against eavesdroppers. In particular, by increasing the raw
key length, Alice and Bob can eliminate error-prone Qubits
while preserving reliable Qubits for secure communication.
Since Qubits are highly sensitive to disturbances, so eaves-
dropping introduces detectable errors, allowing Alice and
Bob to discard compromised bits and keep the secure ones.

1) BB84 IMPLEMENTATION ON IBM QX (CASE 2: WITH
EAVESDROPPER)
This study evaluates the performance of the BB84 protocol on
the IBM Quantum Experience [34], analyzing its response to
variations in key length and the presence of an eavesdropper.
The proposed study utilized the 9, 12, and 16 Qubit configu-
rations of the BB84 protocol. TABLE 1 presents the quantum
operations that Alice and Bob executed on 9 Qubits without
eavesdropper interceptions, the initial bit value of every Qubit
can be kept unchanged (expressed as ‘-’) or set to 1 (expressed
as ‘X’). According to the bit value, Alice deploys a Hadamard
(H) gate [12] to certain Qubits, turning them from the compu-
tational basis to the diagonal basis or vice versa. To be more
precise, Alice sets Q[0], Q[0], Q[1], Q[3], Q[6], and Q[7] in
the superposition state essential for encoding in the diagonal
basis by employing the Hadamard gate to them. Meanwhile,
Bob integrates Hadamard (H) gates with measurement (M)
operations. For instance, Bob measures Qubits Q[1], Q[2],
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Q[4], and Q[8], whereas he performsHadamard (H) gates and
then a measurement on Qubits Q[0], Q[3], and Q[6] which
expresses Bob’s choice. The comparison between Alice and
Bob is whether aQubit is preserved or discarded, if their bases
align, the Qubit is accepted (A), otherwise, it is discarded (D).
The resulting key is derived from the accepted Qubits, in this
case, the key is ‘1111’ and gets generated from Alice and
Bob’s corresponding bases. TABLE 1 shows how Alice and
Bob employ these functions for encoding and measuring
Qubits to generate a shared key.

TABLE 1. Gates chosen by alice and bob.

TABLE 2. Theoretically expected results, 100% probability of obtaining
the encryption key.

TABLE 2 summarizes the theoretically expected results,
it represents the probability of every Qubit remaining in
state 0 or 1 upon processing. For instance, the Qubits Q[0],
Q[2], Q[3], and Q[7] are expected to be in state 1 with
100% probability, however, the remaining Qubits have a 50%
chance to remain in state 0 or 1. After determining the Qubit
values, the gates that Alice and Bob selected are evaluated
with the expected outcomes. FIGURE 4 illustrates a quantum
circuit that begins with the generation of a bit-string, which
is encoded into quantum states. Alice prepares and transmits
these Qubits to Bob via the quantum channel. Bob then
applies specific quantum gates based on his chosen basis,
after which both partiesmeasure their respectiveQubits. Then
thesemeasurements generate a result, which is then compared
to the expected outcomes observed in TABLE 2 This study
provided a detailed explanation of the implementation of the
proposed BB84 protocol with two bases and 9 Qubits, includ-
ing the processes of gate application and basis selection. The
focus was on theoretically predicted outcomes, which serve
as a foundation for themeasured results. Likewise, FIGURE4
illustrates the process of key generation using Qubits, where

both users perform encoding and decoding across quantum
and classical channels. The proposed protocol was also exe-
cuted with 12 and 16 Qubits using two bases, however, these
configurations are not extensively discussed, as the 9-Qubit
implementation serves as the foundational basis for protocol
analysis.

FIGURE 4. An illustration of quantum key generation by deploying
9-Qubits from IBM’s QX platform.

2) BB84 IMPLEMENTATION ON IBM QX (CASE 2: WITH
EAVESDROPPER)
This section presents an in-depth illustration concerning how
key distribution was carried out in case of eavesdropper
presence by utilizing 9, 12, and 16 Qubits. Because there
is no cloning property, an eavesdropper can only sniff the
Qubits but cannot duplicate them. Themeasurements made in
the actual transmission by the eavesdropper using a separate
basis are also selected at random like Alice/Bob measure-
ments. There are thus two eavesdropper scenarios: either the
Eavesdropper appropriately guesses the basis as chosen by
Alice and Bob, or the eavesdropper selects a basis that has no
impact on the measurement outcomes on Bob’s side. As a
result, neither party can identify the eavesdropper because
the values remain constant. In contrast, when an eavesdrop-
per guesses the basis inaccurately, Alice and Bob notice an
alteration in the values. Due to the 50% chance of getting
‘‘0’’ and 50% chance of getting ‘‘1,’’ both communication
parties discard it. TABLE 3 and FIGURE 5 illustrate the
implementation of an eavesdropper in both scenarios, consid-
ering that the eavesdropper attacked Q[0], Q[1], Q[3], Q[4],
Q[6], and Q[7].

TABLE 3. Eavesdropper attack on 9 qubits.
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FIGURE 5. Eavesdropper attack based on 9 qubits.

The influence of eavesdropping can be observed in
FIGURE 5, which shows the way errors are dispersed over
the attacked Qubits. It is evident from the figure that the
attack on the quantum channel which is between the first
and second barrier makes observable fluctuations. Further
analysis of these implementation insights is provided in the
results and discussion section for more clarity. After that,
we evaluate the variations of quantum states for 12 and
16 Qubits while considering the interruption from eaves-
droppers in the quantum channel. As shown in FIGURE 5
and FIGURE 6, the evident fluctuations in quantum states
when an eavesdropper is there. Despite Eve’s interception,
just a pair of Qubits states seemed appropriately predicted,
indicating their capability for interpreting information was
quietly restricted. The accurate predictions of certain Qubit
states over the eavesdropper’s interference are made clear
through the comparison of Alice’s Qubit preparation to Bob’s
measurement decisions. If the states line up with how gates
are configured, it reveals whether eavesdropping is successful
or unsuccessful for those specific Qubits. Considering this
approach corresponds to a 9-Qubit implementation method-
ology, we do not elaborate more details here. The results and
discussions section presents an extensive discussion of the
findings and evaluations.

Furthermore, the 16 Qubit configuration utilizes three
bases, including Computational, Hadamard, and Diagonal to
promote reliability by making it trickier for an eavesdropper
to figure things out. The probable outcomes of produc-
tive eavesdropping are restricted by the diversity of bases,
concentrating on how significant they are to sustaining the
stability and security of quantum communication exchange.
FIGURE 6 illustrates an experimental configuration involv-
ing an eavesdropper who randomly selects 12 among 16
Qubits for measurements. The configuration becomes clear
in FIGURE 6, which sets apart between Alice, Bob, and
Eavesdropper. The region in the circuit that is between the
second and third barrier represents where eavesdropper attack
on Q[0], Q[1], Q[2], Q[5], Q[6], Q[7], Q[8], Q[9], Q[10],
Q[12], Q[13], Q[14], and Q[15]. In particular, eavesdroppers
accurately determine the states of Q[1] and Q[8], but not the
remaining Qubits. When the count of Qubits rises to 16, the
difficulty of quantum states increases exponentially. As every
Qubit can exist in a superposition containing multiple states,
the eavesdropper has to predict the entire quantum state and

every Qubit’s basis with accuracy. However, the possibility
of properly predicting all these minimizes with more Qubits.
Therefore, just two-Qubit configurations are normally antic-
ipated by eves precisely, but, ten-Qubit configurations are
inaccurate.

FIGURE 6. Eavesdropper attack based on 16 qubits.

B. E91 PROTOCOL
Existing implementations of the QKD protocols such as
E91, which rely on quantum entanglement and Bell’s the-
orem [35], [36] for security, have been demonstrated to
be effective under theoretical conditions and through the
application of Quantum Error-Correcting Codes (QECC) and
classical Error Correction Codes (ECC). However, practical
implementations on real quantum devices introduce noise and
imperfections that can compromise security in more subtle
ways. Noise fluctuations, imperfect hardware, and gate errors
can degrade the quality of entanglement and make it easier
for an eavesdropper to acquire partial information without
being detected. This study proposes novel enhancements to
the E91 protocol, targeting real-world noise and potential
eavesdropping threats that arise specifically in practical set-
tings. Our approach incorporates reverse gate configurations
as an additional layer of security and ensures the protocol’s
compatibility with noisy quantum devices.

1) E91 PROTOCOL IMPLEMENTATION ON IBM QX
The protocol examined in [14], highlights challenges related
to noise and errors in real quantum devices that can compro-
mise its security. In our work, we introduce a novel reverse
operation technique during eavesdropping scenarios in the
E91 protocol as shown in Algorithm 1 and FIGURE 7.
Initially, the two-Qubit operation is performed on an IBM
Quantum Experience based on Entanglement. By applying
the Hadamard gate which rotates the states |0⟩ and |1⟩ to
|+⟩ and |−⟩ and Controlled-NOT (CX) gate whenever control
is in state |1⟩, CX creates entanglement. Where both parties
publicly share their findings to evaluate the channel’s perfor-
mancewhich is designed to determinewhether eavesdroppers
exist or not. By reversing the input sequence at the final stage,
we preserve the quantum states, ensuring that any intercepted
information remains misleading to the eavesdropper. This
approach was not explored in [14] and [16] where the focus
was on standard implementations of the protocol. Our reverse
operation technique is a significant advancement, offering a
practical solution to the security vulnerabilities identified in
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previous works. Moreover, this method ensures that eaves-
droppers obtain deceptive information, even if they believe
they have accurately captured the data.

Algorithm 1 Entanglement-based Proposed E91 Protocol
1: Input: Initialize Number of Qubits N = 2;
2: Initialize Quantum register [Qr], & Classical register [Cr]

with size 2
3: Initialize Q[0] and Q[1] to |1⟩
4: Perform Hadamard operation with CX operation on Q[0],

Q[1]
▶ Entanglement Generation

5: If Control State = |1⟩ then
6: Gate creates Entanglement
7: End if
8: Perform Hadamard or H, S, T operation on Q[0] and Q[1]
9: Store and measure the output in the Classical register, C[0]
10: Perform Hadamard or H, T↑or Tdg, S on Q[0] and Q[1]
11: Store and measure the output in the Classical register, C[1]
12: Configure the initial steps 3 and 4 in reverse order

▶ Verification Process
13: Measure the stored information in the Classical register, Cr

▶Observe the correlation
14: If the value ≈ expected correlation then
15: Finalize the key
16: Else
17: Discard the key
18: End if
19: The Final key is ready
20: End procedure

FIGURE 7. Quantum circuit with eavesdropping and some reverse
operations to show the effect.

2) ERROR MITIGATION IN THE E91 PROTOCOL
Artur Ekert’s E91 protocol is not as extensively used as others
like the BB84 protocol, as the E91 protocol is susceptible to
channel noise and loss. Without preventives, the protocol’s
strength and reliability may be threatened as the transmis-
sion of quantum states can be affected by channel noise and
loss due to the inadequacy of error mitigation techniques,
where these errors can result in illegitimate key generation
or quantum states may be distracted and interrupted by an
eavesdropper. However, most of the quantum communication
protocols deal with eavesdropping and neglect the effect of
noise that causes imprecisions in eavesdropper exposure.
Noise and errors from real quantum devices have been a
recurring challenge, as demonstrated in [12] and [13] where
discrepancies between theoretical predictions and experi-
mental results were attributed to quantum coherence and
environmental noise. While these studies acknowledged the
impact of noise, they did not propose practical methods
to address it. In contrast, our study applies advanced error
mitigation techniques derived from quantum error correction

codes, which are specifically designed to reduce the noise
generated by double-Qubit gates and other imperfections
on real quantum hardware. By integrating these techniques
into the E91 protocol, we significantly reduce error rates
and ensure more accurate results. This practical contribution
addresses a critical challenge in the field and represents a
significant improvement over previous studies that primarily
focused on theoretical results under idealized conditions.

IV. RESULTS AND DISCUSSIONS
This section illustrates the results of our proposed proto-
col, incorporating BB84 and E91 mechanisms. They exhibit
improved eavesdropper ability and attain optimal key lengths,
to emphasize their efficiency as they generate reliable and
trustworthy keys. This study utilizes the IBMQuantum Expe-
rience Platform to execute the circuit in Section III, the local
simulator virtual machine for prototyping quantum algo-
rithms, protocols, and circuits up to a limit. The below figures
express the probabilities of the occurrence of output states
after the measurement.

A. BB84 PROTOCOL
1) BB84 IMPLEMENTATION ON IBM QX (CASE 1: NO
EAVESDROPPER)
Through the use of ibmq_qasm_simulator [34], FIGURE 10
shows the BB84 protocol’s implementation by utilizing
9-Qubits with 1024 shots representing the theoretically cal-
culated outcome presented in TABLE 4. Where Q[0] is 1 in
output, indicating a 100% chance of getting 1. Similar to this,
the likelihood of measuring Q[4] and obtaining 0 is 50.3%,
while the likelihood of gaining 1 is 49.4%. It is possible to
detect a small difference between the theoretically expected
probabilities and the results of implementation. TABLE 4
displays the Qubits Q[1], Q[4], Q[5], Q[6], and Q[8] in
computational basis state with different result probabilities.
These probabilities represent the possibility, as a percentage,
of determining each particular basis state when our circuit is
tested 1024 times (Shots). Also, reflect on determining how
frequently each Qubit turns out in a certain state (|0⟩ or |1⟩)
after measurement. According to a simulation of 9 Qubits, the
outcome ‘‘1111’’ displays every Qubit that was determined in
the state |1⟩.

TABLE 4. Theoretically calculated outcomes for 9 Qubits (Case: No
Eavesdropper).
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The proposed protocol is tested on 12 and 16 Qubits
with two base counts. As more quantum bits are incor-
porated, the protocol constructs a safe key with minimal
errors, emphasizing its effectiveness. FIGURE 8 reflects
the results of the BB84 protocol by using 12 Qubits with
1024 shots. The simulation resulted in the key ‘‘10111’’,
indicating that some challenges remain to be addressed.
In contrast, FIGURE 9 presents the outcomes of the 16-Qubit
execution, which significantly outperforms the 9-Qubit and
12-Qubit configurations. The key ‘‘1011011’’ was retrieved
over 16 Qubit configurations in which the observed Qubits
formed a combination of both states |0⟩ and |1⟩. The corre-
sponding Qubits denote either the Qubit collapse to state |0⟩
or |1⟩, representing the results of the Qubit measurements on
the computational basis. Likewise, employing more Qubits
promotes error resilience, resulting in less challenge for the
system to identify and eradicate errors. These conclusions
underline the prospect of 16-Qubit execution for quantum
communication systems and underscore the worth of scaling
the Qubit count in quantum key distribution.

FIGURE 8. Results of BB84 protocol implementation utilizing 12 Qubits
obtained using IBM QX with 1024 shots.

FIGURE 9. Results of BB84 protocol implementation utilizing 16 Qubits
obtained using IBM QX with 1024 shots.

2) BB84 IMPLEMENTATION ON IBM QX (CASE 2: WITH
EAVESDROPPER)
Furthermore, this study analyzes the performance of the
BB84 protocol by employing an eavesdropping scenario,
gathering evidence from the same number of shots. Our
findings from the 9-Qubits BB84 protocol execution without
an eavesdropper are represented in FIGURE 10 (Case 1),
whereas FIGURE 10 (Case 2) represents an eavesdropper
using 9-Qubits. When Bob notifies Alice about his measure-
ments they discover an eavesdropper, as a fluctuation in the
results. These frequency fluctuations from a specific range

reflect that measurements that were attempted to intercept the
quantum channel are inaccurate.

FIGURE 10. Results of BB84 protocol implementation utilizing 9 qubits
with and without eavesdropper presence in the quantum channel.

TABLE 2 represents anticipated results and serves as a
baseline for practical measurements. By extracting informa-
tion from these simulation results, the discrepancies reveal
the potential of eavesdropping as evidenced in TABLE 5. For
instance, the probability for Q[1] is considerably unbalanced,
with 0.4615 for 0 and 0.5322 for 1, whereas without eaves-
dropper anticipated probabilities for 0.01 for 1 and 0.99 for 1.
Similar to this, the Qubits Q[0], Q[4], and Q[6] exhibit sig-
nificant variations, corresponding to probabilities of 0 and 1.
If a significant portion of information has been compromised,
it is essential to discard the generated key because of con-
fidentiality concerns. Conversely, the privacy amplification
step can tackle the compromised bits if only a small por-
tion is captured. This approach ensures the generated key
that is secure against possibilities including intercepting and
eavesdropping.

TABLE 5. Theoretically calculated outcomes for 9 qubits.
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After that, the proposed BB84 protocol is on a 12 Qubits
configuration as seen in FIGURE 11, where Eve inter-
cepts 8 Qubits via two bases utilization. The resulting
fluctuations in the measurement frequencies indicate the
effects induced by eavesdropping. Unusually low and high
measurement frequencies are signs of potential eavesdrop-
ping in quantum systems. Low frequencies reflect alterations
or errors imposed by eavesdropping, while high frequencies
signify that an eavesdropper negatively affects the system by
over-representing some states.

FIGURE 11. Results of implementation of BB84 protocol with
eavesdropper attack based on 12 Qubits.

In the last, 16 Qubits were tested on the proposed BB84
protocol under an eavesdropper attack where Eve made
attempts to intercept 13 of them. However, she correctly
identified the state of 2 Qubits with 100% accuracy on
the measurement outcome of Q[1] and Q[8]. Despite her
minimum achievement, Eve was unsuccessful in getting
the remaining 11 Qubits, proving the proposed protocol’s
resilience. It becomes trickier for Eve to precisely estimate
the states due to the 16 Qubits are configured using three
different bases, contributing to the system’s complexity and
uncertainty. As presented in TABLE 6, Q[0], Q[2], and Q[9]
reflect probabilities for both 0 and 1 which are roughly 50%,
revealing that Eve’s interception caused noise and uncertainty
in the measurement process. These inaccurate measurements
point out Eve’s challenges, as Qubits are in superposition
states and are extremely sensitive to measurements. This con-
figuration works more efficiently as opposed to the 9 and 12
Qubits structure due to its more complexity and deployment
of three bases. The added bases ensure a more reliable key
generation process by making it exceptionally difficult for an
eavesdropper to remain quiet.

Previous studies such as [15] have implemented the BB84
protocol using 8 Qubits with two bases, both with and with-
out the presence of an eavesdropper. While these studies
demonstrated the effectiveness of the BB84 protocol in con-
trolled environments, they did not explore the impact of
increased Qubit lengths on security. In contrast, we extend
the BB84 protocol by implementing longer Qubit lengths
of 9, 12, and 16. The selection of Qubits ensured that they
remained manageable while sustaining an adequate degree
of security. TABLE 7 presents the proposed BB84 proto-
col simulation results which confirms that increasing Qubits
also improves the security and chances of eavesdropping
detection. The QBER reflects the eavesdropper’s key length
interception that helps detect and mitigate intercepted Qubits.
For instance, the QBER is 0.62 and the information leakage

TABLE 6. Theoretically Calculated Outcomes for 16 Qubits (Case 2: With
Eavesdropper).

is 0.2 with 8 Qubits adjustments. Among the configura-
tions, the 16 Qubit configuration shows the most effective
performance with a minimal information leakage rate of
0.15, resulting in an ideal choice for resilient quantum key
distribution.

TABLE 7. Proposed BB84 protocol.

The results and analysis show that increasing the Qubit
length significantly enhances the security of the protocol
by making it more difficult for eavesdroppers to inter-
cept bits without detection. This is particularly important
because, as noted in [13] and [14] shorter Qubit lengths make
the protocol more susceptible to intercept-resend and brute
force attacks. By demonstrating how increased Qubit lengths
improve security, we address a gap in the literature and offer
a novel contribution to the field of QKD.

B. E91 PROTOCOL
1) E91 PROTOCOL IMPLEMENTATION ON IBM QX
The Initial phase angle of |10⟩ is determined to be 9π /8
which acts appropriately with no disruptions. However, the
calculated 9π /8 rotates to 15π /8, revealing an unauthorized
attempt to access the key. While the simple execution and
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eavesdropping are theoretically discussed, this study concen-
trates on the result of the E91 protocol deploying the reverse
operation technique. Building on the security provided by
Bell’s theorem, we introduce reverse gate configurations
to further complicate any potential eavesdropping attempts.
By setting gate inputs in reverse order at the final stage,
the protocol obfuscates the quantum states, making it dif-
ficult for an eavesdropper to gain useful information. The
FIGURE 12 reflects the E91 protocol was successfully exe-
cuted according to our proposed E91 algorithm. To prevent
such eavesdropping, this study configures reverse gates [22].
By intentionally disrupting the computational basis state,
such configuration transfers it from state |10⟩ to |11⟩. This
technique does not replace traditional security measures but
adds a layer of defense, particularly in noisy environments.
Unlike traditional approaches that focus solely on correcting
transmission errors, this study introduces a mechanism that
actively transforms intercepted information into deceptive
data. This ensures that even if an eavesdropper acquires some
information, the data they obtain will be misleading and
effectively useless.

FIGURE 12. Results of Implementation of Eavesdropping and Some
Reverse Operations to Show the Effect, where computational basis state
from |10⟩ to |11⟩ are depicted.

In addition to using traditional QECC and ECC methods,
this research applies advanced error mitigation techniques
designed specifically for real-world quantum devices, which
experience higher noise levels. By reducing the impact of
noise from quantum gates, our approach ensures the fidelity
of the entangled states and enhances the overall security and
reliability of the key generation process.

2) ERROR MITIGATION IN THE E91 PROTOCOL
This study considers the mechanism to mitigate the impact
of noise and external disturbance by incorporating error cor-
rection codes. The proposed E91 protocol incorporates a
noise calibration layer before the measurement procedure to
overcome shortcomings, optimizing the precision and relia-
bility of quantum systems. This implies estimating the inbuilt
noise in the measuring devices where insignificant errors
can accumulate and jeopardize the security of obtained keys.
Throughout communication, stable probabilities are expected
for quantum states including |00⟩, |01⟩, |10⟩, and |11⟩. How-
ever, because of noise and eavesdropping, these probabilities

FIGURE 13. Error mitigation in real quantum device.

fluctuate which leads to errors. For instance, error mitigation
resolves the system to bring it back in line if noise gives rise to
state |00⟩ getting a lower probability than expected as shown
in FIGURE 13. As the mitigation can’t recover the state to
its exact, it aims to adjust it nearer to the precise value. For
the remaining states |01⟩, |10⟩, and |11⟩ their probabilities
are nearly restored, assuring that the exchange of informa-
tion is as stable as possible. The communication process is
accelerated, error counts are reduced and more efficient key
generation is made. The proposed E91 protocol as presented
in TABLE 8, shows its durability and sophisticated safety
measures.

TABLE 8. Proposed E91 protocol.

With |10⟩ state and a phase angle of 9π /8 at an ampli-
tude of 1, the initial setting serves as a baseline without an
eavesdropper. It pointed out the state probability reduction
from 0.267 to 0.249 after error mitigation. The second setting
showed substantial information leakage due to eavesdrop-
ping, with the state probability rising from 0.269 with noise to
0.276 after mitigation. Lastly, the eavesdropper substantially
reduced the state probability from 0.143 to 0.148, caus-
ing unnecessary information leakage by deploying reverse
operations and error mitigation on |11⟩ state with the same
phase angle. This strategy gives the eavesdropper inaccu-
rate details, causing the data they capture to differ from the
original.
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V. CONCLUSION
In this study, a detailed analysis of QKD protocols, BB84
and E91, focusing on their resistance to eavesdropping has
been evaluated. The main contribution involves the experi-
mental realization of these protocols, which are modified to
different bases and Qubit counts and evaluated on quantum
simulators and devices. By comparing theoretical predic-
tions with practical outcomes, mainly in the BB84 protocol,
the study reveals key discrepancies that expose eavesdrop-
ping. Through simulations via Qiskit, insights were gathered
under different configurations, especially in terms of error
probabilities. The simulation results show fluctuations in
probabilities from 0 to 0.4971% and 100 to 0.4966%,
indicating eavesdropper measurements. As Qubit lengthens,
guessing polarization configurations becomes more diffi-
cult, resulting in enhanced protocol security. In cases where
Qubits are compromised, techniques such as error detection,
information leakage, and privacy amplification ensure secure
communication. Furthermore, the E91 protocol has been the-
oretically proposed to offer high resistance to errors, the
experimental findings reveal its susceptibility to noise and
eavesdropping. To address these vulnerabilities, this study
adds a layer of security by incorporating reverse gate con-
figurations and error mitigation techniques. These measures
not only render any captured data worthless but also sig-
nificantly minimize the impact of noise. Specifically, noise
was reduced by filtering out inaccurate measurement results
and recalibrating the quantum system using error mitigation
techniques. These processes proved effective in optimizing
the stability and privacy of the protocol, as demonstrated in
experiments on real quantum devices. Notably, Qubit states
are optimized from initial values of 0.267, 0.269, 0.322,
and 0.143 to 0.249, 0.276, 0.328, and 0.148, respectively.
In comparison to previous studies, which overlooked these
critical enhancements, proposed research addresses these
gaps by improving the protocol’s resilience to both noise and
eavesdropping. Future research will explore the potential of
higher-dimensional quantum states, known as Qudits, as a
replacement for binary quantum bits. Due to their ability
to express multiple levels, Qudits can store significantly
more information per particle, potentially increasing data
transmission capacity and enhancing the overall efficiency
of QKD networks.
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